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Explain technical concepts of the blockchain such as transactions,
hash values, data structures, peer-to-peer systems, distributed

systems, system integrity in a nontechnical fashion. (limited)
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https://link.springer.com/article/10.1007/s10458-009-9082-0
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Scenario Application scenario and product: WeChat Red Envelope, Alipay School Li
Jo

A)urce: Guo and Liang (201 6)




automated
ntermediation

Soi ety Centralized dat orage Distributed data storage

——

Can be tampered : an be 'rmpered Cannot be tampered
Easy to leaks users’ personal Easy to leaks users’ personal Use of asymmetric encryption. Users’

information information personal information is more secure

T Poor safety Poor safety Good safety
@

So %Guo and Liang (201 6)
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ciency and cost Transparency and
optimization traceability

Lo/og capacity 3-20 times/second 1000-10000 times/second

/Source: Guo and Liang (2016)



Regylation

T

* Less supervision * Rules have |
* Competition is borrowed from related
forbidden domains

Source: Wang et al. (2016)

rule

laws are defined

and

* Measurements on
regulation is set up

* Competition is encouraged
under supervision

' dthy in dealing

with emerging
business needs

* Create the product
special influents

in industry

* Free competition
* Market based on
well-established
legal system




Securl'ry and | - | Data security
Privacy —_— . : ’ Transaction
security
ource Wang et al. (2016)




Explain why olem it solves, why solving

this problem is important, and what potential the blockchain has.
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® Functiona

——

® Functional aspects: sending data, taking photos, playing music

Y ® Nonfunctional aspects: beautiful graphics user interface, fast-running software,

/ ability to keep user data private and save.




Application Taking photos The graphical user interface looks beautiful
Making phone calls Easy to use
Sending e-mails Messages are sent fast
Browsing the Internet
Sending chat messages

Implementation  Saving user data internally Store data efficiently
Making a connection to the nearest Saving energy
mobile connector Maintaining integrity

Accesing pixels in the digital camera Ensure user privacy

%



> complete, correct,

® Behavioural inte aved as intended and free of logical errors.

® Security: The system is able to restrict access to its data and functionality to
® authorized users only.




Application Deposit money
Withdraw money
Transfer money

Monitor account balance

Implementatio ?
n

The graphical user interface looks beautiful
Easy to use

Transfer of money 1s done fast

System has many participants

Available 24 hours a day
Fraud resistant
Maintaining integrity
Ensure user privacy



centralised

distributed



Higher computing power
Cost reduction

Higher reliability

Ability to grow naturally

Coordination overhead
Communication overhead
Dependency on networks
Higher program complexity
Security issues




Q Consist of individuc pute : H
Make c omputational resources rectly v ble t¢ membe \
All nodes are equal concerning their rights and roles

All are both suppliers and consumers of

Application: file sharing, content distribution, privacy protection, etc.

The purpose of blockchain is to achieve and maintain integrity in distributed systems
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STEP 3: RECOGNIZING THE POTENTIAL

How a Peer-to-Peer System changed a

whole industry
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Our algorithm uses the Blockchain to move money.

Our Solution?
Ong—!tepgx.u < @ B @

No banks!




I Tk 10 RATHER
MANAGE A LARGE SOFTUARE
PEVELOPMERT PROJECT.

The daydreams of cat herders
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systems dey

®* Knowledge about the ‘ >
®* Knowledge about the trustworthiness of the peers
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® As an umbr -peer systems with a

common application area
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hat
ytes the
data together
fo achieve and

maintain it
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3. Fl performs KYC and

approves customer [ - —
1. Customer uploads KYC Financial Institution (Fi)
data and documents to

the blockchain

2. Customer permits Fl
access to KYC data

4. In the future customer
permits additional FI
access to KYC data

5. Next Fl performs KYC
and approves customer

Next Financial
Institution(s)

4 Source: Bambara and Allen (201 8)
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Core components of different types of blockchain

Permission-less

Consensus: Proof-of-X
Permission management

* Blockchain layer

* Application layer (optional)
Incentive: Blockchain layer

Consensus
*  Proof-of-X

* PBFT, Federated consensus, Round Robin etc,

Permission management:

* Blockchain layer

* Network layer

* Application layer (optional)
Incentive: Governance around access

Séurce: Xu et al. (2019)

Permissioned

Consensus

*  Proof-of-X

* PBFT, Federated consensus, Round Robin etc.
Permission management

* Blockchain layer

* Application layer (optional)

Incentive:

* Blockchain layer

* Governance around permissions

Consensus

*  Proof-of-X

* PBFT, Federated consensus, Round Robin etc.
Permission management:

* Blockchain layer

* Network layer

* Application layer (optional)

Incentive: Governance around access permissions
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E03186605A7AF3FACAO7BI57F329
020693B6555786045D608FA2DSA0
SF140E0E

6F65BAB067B9490D9F47F071034A
421E3372AD57B33BA4A655B2469F
86E689EB

61F273D4427C8BD29CAB49AAC
6CS53EFSAECS60CEE350037772
CA9644CC7B1B5B

WEB 3.0 will change
the world

/mSource: Bambara and Allen (2018)

Participating peer nodes can
efficiently retrieve the value
associated with a given KEY
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~ STEP 6: UNDERSTANDING THE NATURE OF
1\° OWNERSHIP y
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) Why we know what we own?
0)

@
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Ledger

Proof of Ownership Transfer of Ownership

Transparency Privacy

sfer of ownership

Reading Data Writing Data

Consuming
Historic Data

Creating
New Data

Maitaining the State Changing the State




®* Each bl ode in the system.

® The blockchain algorithm is r es arrive at one consistent version of the state of

ownership. |
* Cryptography is necessary for ensuring data security.




STEP 7: SPENDING MONEY TWICE

The double spending problem
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®*An examp e distributed peer-to-peer

systems
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